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SIMULATION -

A network technician replaced an access layer switch and needs to reconfigure it to allow the
connected devices to connect to the correct networks.

INSTRUCTIONS -

Click on the appropriate port(s) on Switch 1 and Switch 3 to verify orreeonfigure the correct settings:

. . . S
Ensure each device accesses only its correctly associated networks

~\i

Disable all unused switchports. N
Require fault-tolerant connections between the switches. 5
Only make necessary changes to complete the abeve'requirements.

&
If at any time you would like to bring back the initiakstate of the simulation, please click the Reset Al
button.
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SIMULATION -

A network administrator has been tasked with configuring a network for a new corporate office. The office
consists of two buildings, separated by 50 feet with no physical connectivity. The configuration must meet the
following requirements:

Devices in both buildings should be able to access the Internet.
Security insists that all Internet traffic be inspected before entering the network.
Desktops should not see traffic destined for other devices.

INSTRUCTIONS -
)
Select the appropriate network device for each location. If applicable, click on the magnifying glass next to any
device which may require configuration updates and make any necessary changes.
Not all devices will be used, but all locations should be fiIIed.‘
If at any time you would like to bring back the initial state of the simulation, please click the Reset All button.
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SIMULATION -

A network technician was recently onboarded to a company. A manager has tasked the technician with
documenting the network and has provided the technician with partial information from previous documentation.

INSTRUCTIONS -

Click on each switch to perform a network discovery by entering commands into the terminal. Type help to view a
list of available commands.
Fill in the missing information using the drop-down menus provided.

If at any time you would like to bring back the initial state of the simulation, please click the Reset All button.
.
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PC2

MAC Address: 0200.0000.0004
IP Address: 10.10.30.52
VLAN: 10

Interface: GigabitEthernet0/2

PC4

MAC Address: 0200.0000.0006
IP Address: 10.10.30.53

VLAN: 20

Interface: GigabitEthernet0/4
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SIMULATION

A network administrator receives a ticket stating there is a connectivity issue between the server and the storage
devices. The administrator needs to identify any issues and implement the appropriate solutions.

INSTRUCTIONS

Click on each access and core switch. Enter commands into the terminal to identify any problems and select the

appropriate resolutions. Type help in each terminal to view a list of available commands.
.

If at any time you would like to bring back the initial state of the simulation, please click the Reset All button.

-
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1. Access Switch

Access Switch 1 Solution (x)

access-switch-1#

What problem was discovered?

b

No problem found
Disconnected interface
Err-disabled interface

CRC errors on the interface
Giants and input errors
Disabled interface

[ Incorrect VLAN
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2. Access Switch 2

Access Switch 2 Solution (x)

access-switch-28

What problem was discovered?

No problem found

CRC errors on the interface
Err-disabled interface
Giants and input errors
Incorrect VLAN

Disabled interface

| Disconnected interface

i *

\s . . e e - *
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3. Core Switch 1

Core Switch 1 Solution ()

core-switch-1#

What problem was discovered?

No problem found
Incorrect VLAN
Disconnected interface
Err-disabled interface
Disabled interface

CRC errors on the interface
|Giants and input errors
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Access Switch 1:

Select "Incorrect VLAN" from the dropdown for Access Switch 1.

What problem was discovered?
No problem found

Disconnected interface
Err-disabled interface

CRC errors on the interface
Glants and input errors

Disabled interface

ULAN

Access Switch 2:
Choose "Disconnected interface" for Access Switch 2.

What problem was discovered?

-

No problem found

CRC errors on the interface
Err-disabled Interface
Glants and Input errors
Incorrect VLAN

1} P,

Core Switch 1:
Choose "Incorrect VLAN" for Core Switch 1.

Err-disabled interf

Disabled interface

CRC errors on the interface
|Glants and input errors

e Access Switch 1: L) Incorrect VLAN
e Access Switch 2: _4isl Disconnected interface
e Core Switch 1: W) Incorrect VLAN
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HOTSPOT

A network technician needs to resolve some issues with a customer's SOHO network. The
customer reports that some of the PCs are not connecting to the network, while others appear to be working as
intended.

INSTRUCTIONS

Troubleshoot all the network components.
Review the cable test results first, then diagnose by clicking on the appropriate PC, server, and Layer 2 switch.
Identify any components with a problem and recommend a solution to correct each problem.

If at any time you would like to bring back the initial state of the simulation, please dick the Reset All button.
.
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No Problem

Cable short detected
Open cable detected
Connector on backward
Bad subnet

Wrong VLAN

Cable too long

Port shut down
Crossover cable used

No Problem kil

Select a Solution

Replace cable

Change subnet mask

Change VLAN assignment
Change IP address

Enable Spanning Tree Protocol
Enable port security

Flush ARP cache

Change gateway address
Change DNS Address
Release and renew IP address

No Problem

Cable short detected
Open cable detected
Connector on backward
Bad subnet

Wrong VLAN

Cable too long

Port shut down
Crossover cable used

No Problem hd

Select a Solution

Replace cable

Change subnet mask
Change VLAN assignment
Change IP address

Enable Spanning Tree Protocol
Enable port security

Flush ARP cache

Change gateway address
Change DNS Address

Release and renew IP address

PC1

No Problem

Cable short detected
Open cable detected
Connector on backward
Bad subnet

Wrong VLAN

Cable too long

Port shut down
Crossover cable used

No Problem ~

Select a Solution

Replace cable

Change subnet mask
Change VLAN assignment
Change IP address

Enable Spanning Tree Protocol
Enable port security

Flush ARP cache

Change gateway address
Change DNS Address

Release and renew IP address

PC2

No Problem

Cable short detected
Open cable detected
Connector on backward
Bad subnet

Wrong VLAN

Cable too long

Port shut down
Crossover cable used

No Problem ~

Select a Solution

Replace cable

Change subnet mask
Change VLAN assignment
Change IP address

Enable Spanning Tree Protocol
Enable port security

Flush ARP cache

Change gateway address
Change DNS Address
Release and renew IP address

PC3

Switch 2

Server 1

Switch 1

3

Cable Test
Results

PC6

No Problem

Cable short detected
Open cable detected
Connector on backward
Bad subnet

Wrong VLAN

Cable too long

Port shut down
Crossover cable used

No Problem

Cable short detected
Open cable detected
Connector on backward
Bad subnet

Wrong VLAN

Cable too long

Port shut down
Crossover cable used

No Problem

Cable short detected
Open cable detected
Connector on backward
Bad subnet

Wrong VLAN

Cable too long

Port shut down
Crossover cable used

No Problem

hd No Problem

v No Problem

Select a Solution

Replace cable

Change subnet mask
Change VLAN assignment
Change IP address

Enable Spanning Tree Protocol
Enable port security

Flush ARP cache

Change gateway address
Change DNS Address

Release and renew IP address

Select a Solution

Replace cable

Change subnet mask
Change VLAN assignment
Change IP address

Enable Spanning Tree Protocol
Enable port security

Flush ARP cache

Change gateway address
Change DNS Address
Release and renew IP address

Select a Solution

Replace cable

Change subnet mask
Change VLAN assignment
Change IP address

Enable Spanning Tree Protocol
Enable port security

Flush ARP cache

Change gateway address
Change DNS Address
Release and renew IP address




Cable Test Results

Length : 16M : GigabitEthernet®/5

VLAN : VLAN 16 : 1eee FDX

Connected to Switch 2

12

: GigabitEthernet@/1

Speed : 1000 FDX

Length : 12M Port : GigabitEthernet®/1

VLAN ¢ VLAN 1@ Speed : 1008 FDX

12 36 45 7 8

12 36 4 5 7 8

Cable Test Results

Length : 186M

vAn

Connected to Switch 1

: VLAN 10

1

2

: GigabitEthernet@/5

: 1000 FDX

Speed

Length : 42M

VLAN : VLAN 10
. 3
12 3

Port : GigabitEtherneto/2
Speed : 1000 FDX

6 45 7.8

6 45 7 8

Cable Test Results

Switch 1

Length : 26M
Switch 2

VLAN ¢ VLAN 1@
1 2 3
12 3

Port : GigabitEthernet®/2

Speed : 1000 FDX

6 4 5 7 8
6 45 78




Cable Test Results Cable Test Results

Length : 18M Port : GigabitEthernete/3 Length : 33M Port : GigabitEthernet@/4

VLAN ¢ VLAN 11 Speed : 1000 FDX VLAN ¢ VLAN 1@ Speed : 1000 FDX

Cable Test Results

Length : 9@M Port : GigabitEthernete/3

VLAN : VLAN 1@ Speed : 1000 FDX

12 36 4.5 Z.8

e 36 4 5 7 8
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(No Problem).dlsis aa i ¥Server 1: o

(No Problem).Alfis :a s YPC1: o

(Replace cable).J\sl Jlaiul: Jall (Cable short detected) — <l JWSPC2: o

(No Problem).Alfis :a s YPC3:

(No Problem).dlSic 22 5 YPC4:
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(No Problem).dlsic 22 5 YPCB: o
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No Problem

v | Cable short detected V\' | No Problem V'

Select a Solution

Y I Replace cable V\. Select-a Solution v

PC2 PC3

No Problem v
Select a Solution v l
. Switch 2 g
Server 1 Switch 1 Cable Test
Results
PC4 PC5 PC6
No Problem | Connector on backward v No Problem v
Select a Solution ‘ Select a Solution V[ Select a Solution v




