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Time Username |Application Access device MFA device
16:07 UTC jdoe ggc:tdat;ctwny 1S t2a t3e:) (United 1S tit ?; :) (United
16:11 UTC  jdoe HR Portal L u (nited s :) (Bafted
1728 UTC  |idoe g;or;’a‘;d"’"y 3456 (Russia) ;tzaé ;) Whited
17:30 UTC  |jdoe g:)ondaL;ctuwty 18122133:) (United ;ét?;:) (United
1731 UTC |jdoe HR Portal 3456 (Russia) 3456 (Russia)

A security analyst received an alert regarding multiple successful MFA log-ins for a particular user When
reviewing the authentication logs the analyst sees the following:

Which of the following are most likely occurring, based on the MFA logs? (Select two).
A. Dictionary attack
Push phishing

impossible geo-velocity

o 0 w

Subscriber identity module swapping

=

Rogue access point
F. Password spray

Answer: B C

Explanation

C. Impossible geo-velocity: This is an event where a single user's account is accessed from different
geographical locations within a timeframe that is impossible for normal human travel. In the log, we can see
that the user "jdoe" is accessing from the United States and then within a few minutes from Russia, which is
practically impossible to achieve without the use of some form of automated system or if the account
credentials are being used by different individuals in different locations.

B. Push phishing: This could also be an indication of push phishing, where the user is tricked into approving a
multi-factor authentication request that they did not initiate. This is less clear from the logs directly, but it
could be inferred if the user is receiving MFA requests that they are not initiating and are being approved
without their genuine desire to access the resources.

Question #:83

The developers recently deployed new code to three web servers. A daffy automated external device scan
report shows server vulnerabilities that are failure items according to PCI DSS.
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If the venerability is not valid, the analyst must take the proper steps to get the scan clean.

If the venerability is valid, the analyst must remediate the finding.

After reviewing the information provided in the network diagram, select the STEP 2 tab to complete the
simulation by selecting the correct Validation Result and Remediation Action for each server listed using the
drop-down options.

INTRUCTIONS:

The simulation includes 2 steps.

Step1:Review the information provided in the network diagram and then move to the STEP 2 tab.

CDE NETWORK INTERNAL NETWORK
VEB_SERVERQ! WEB_SERVERD? SERVERO! SERVERDZ
172.30.0.450 172.30,0.151 192:166.0.101 192,166.0.102
192.168.0.1
S &y A/ | y—
. . e
fa
VEB_SERVERD3 WEB_SERVERD B SERVERD WORKSTATION
172.0,0.182 172.30.0.153 ‘ 192.166.0.10 192.168.0.104
e ——— Firewall
92.34.56.108
< ) €41 Vulnerability Scan Reports
Internet
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HIGH SEVERITY
Title:

Description:

Affected Asset:
Risk:

Reference:

Title:

Description:

Affected Asset:
Risk:
Reference:
LOW SEVERITY
Title:

Description:

Affected Asset:
Risk:

Reference:

Vulnerability Scan Report

Cleartext Transmission of Sensitive Information

The software transmits sensitive or securitycritical data in (leartext
in a communication channel that can be sniffed by authorized users.

172.30.0.15

Anyone can read the information by gaining access to the channel being
used for communication.

CVE-2002-1949

Sensitive Cookie in HTTPS session without ‘Secure’ Attribute

The Secure attribute for sensitive cookies in HTTPS sessions is not
set, which could cause the use agent to send those cookies in plaintex
over HTTP session.

172.30.0.152
Session Sidejacking

CVE-2004-0462

Untrusted SSL/TLS Server X.509 Certificate

The server’s TLS/SSL certificate is signed by a (ertification Authority
that is untrusted or unknown.

172.30.0.153

May allow man-in-the-middle attackers to insert a spoofed certificate
for any Distinguished Name (DN).

CVE-2005-1234

Pass Your Certification With Marks4sure Guarantee 55 of 243




Practice Test

CompTIA - CS0-003

Network Diagram

INSTRUCTIONS

System

WEB_SERVERO1

WEB_SERVER02

WEB_SERVERO03

Validate Result

STEP 2: Given the Scenario, determine which remediation action is required to address the vulnerability.

STEP 2: Given the scenario, determine which remediation action is required to address the vulnerability.

Remediation Action

False Positive
False Negative
True Positive
True Negative

Encrypt Entire Session

Encrypt All Session Cookies
Implement Input Validation

Submit as Non-Issue

Employ Unique Token in Hidden Field
Avoid Using Redirects and Forwards
Disable HTTP

Request Certificate from a Public CA
Renew the Current Certificate

\

False Positive
False Negative
True Positive
True Negative

Encrypt Entire Session

Encrypt All Session Cookies
Implement Input Validation

Submit as Non-Issue

Employ Unique Token in Hidden Field
Avoid Using Redirects and Forwards
Disable HTTP

Request Certificate from a Public CA
Renew the Current Certificate

\

False Positive
False Negative
True Positive
True Negative

Encrypt Entire Session

Encrypt All Session Cookies
Implement Input Validation

Submit as Non-lssue

Employ Unique Token in Hidden Field
Avoid Using Redirects and Forwards
Disable HTTP

Request Certificate from a Public CA
Renew the Current Certificate
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Answer:

INSTRUCTIONS

Network Diagram Web Server 1 --> True positive - Encrypt entire session

Web Server 2 --> False Positive - Submit as non-issue
Web Server 3 --> True Positive - Request certificate from a public CA

System

WEB_SERVERO1

WEB_SERVER02

WEB_SERVERO03

STEP 2: Given the scenario, determine which remediation action is required to address the vulnerability.

Validate Result Remediation Action
\4
False Positive rEﬁcrypt_E-ﬁtIFe §6§Si_°n~|
Fa'se Negat've _ErTCﬁ(pTA'ﬂ S'eS_SICTn -C°_0k|es

True Positive '

True Negative

Implement Input Validation

Submit as Non-Issue

Employ Unique Token in Hidden Field
Avoid Using Redirects and Forwards
Disable HTTP

Request Certificate from a Public CA
Renew the Current Certificate

False Positive/
False Negative

Tried |
LA — L
True Negative

'E_newet—ﬁll"ﬁ.—%f@i
Implement Input Validation
€u§mit as Non-Issue)

mploy Unique Token in Hidden Field

Avoid Using Redirects and Forwards
Disable HTTP

Request Certificate from a Public CA
Renew the Current Certificate

\

False Positive
False Negative

True Negative

Encrypt Entire Session

Encrypt All Session Cookies
Implement Input Validation

Submit as Non-Issue

Employ Unique Token in Hidden Field
Avoid Using Redirects and Forwards
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INSTRUCTIONS

STEP 2: Given the scenario, determine which remediation action [s required to address the vulnerability.

System Validate Result Remediation Action

WEB_SERVERO! [rue Positive v Encrypt Entire Session v
WEB_SERVER(2 True Positive v Encrypt All Session Cookies v
WEB_SERVERD3 True Positive v, | Request Certificate from a Public CA \

Question #:84

A user downloads software that contains malware onto a computer that eventually infects numerous other
systems. Which of the following has the user become?

A. Hacklivist
B. Advanced persistent threat
C. Insider threat
D. Script kiddie
Answer: C
Explanation

The user has become an insider threat by downloading software that contains malware onto a computer that
eventually infects numerous other systems. An insider threat is a person or entity that has legitimate access to
an organization’s systems, networks, or resources and uses that access to cause harm or damage to the
organization. An insider threat can be intentional or unintentional, malicious or negligent, and can result from
various actions or behaviors, such as downloading unauthorized software, violating security policies, stealing
data, sabotaging systems, or collaborating with external attackers.
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Which of the following should the security administrator investigate next?
A. tiki
B. phpList
C. shtml.exe
D. sshome
Answer: C

Explanation

The security administrator should investigate shtml.exe next, as it is a potential vulnerability that allows
remote code execution on the web server. Nikto scan results indicate that the web server is running Apache on
Windows, and that the shtml.exe file is accessible in the /scripts/ directory. This file is part of the Server Side
Includes (SSI) feature, which allows dynamic content generation on web pages. However, if the SSI feature is
not configured properly, it can allow attackers to execute arbitrary commands on the web server by injecting

Part 1

Review the artifacts associated with the security incident. Identify the name of the malware, the malicious IP
address, and the date and time when the malware executable entered the organization.

Part 2

Review the kill chain items and select an appropriate control for each that would improve the security posture
of the organization and would have helped to prevent this incident from occurring. Each

control may only be used once, and not all controls will be used.
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=

Firewall File integrity Malware Vulnerability Phishing
log monitoring report domain list scan report email

Firewall log:
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Firewall log @

A

Traffic denied:

Dec 1 14:10:46 fire00 fire00: NetScreen device_id=fire00 [Root]system-notification-00257(traffic):
policy_id=119 service=udp/port:7001 proto=17 src zone=Trust dst zone=Untrust action=Deny sent=0
revd=0 src=192.168.2.1 dst=1.2.3.4 src_port=3036 dst_port=7001

Dec 1 14:12:31 fire00 akal: NetScreen device_id=akal [Root]system-notification-00257(traffic):
policy_id=120 service=udp/port:20721 proto=17 src zone=Trust dst zone=DMZ action=Deny sent=0
revd=0 src=192.168.2.2 dst=1.2.3.4 src_port=53 dst_port=20721

Dec 1 14:14:31 fire00 akal: NetScreen device_id=akal [Root]system-notification-00257(traffic):
policy_id=120 service=udp/port:17210 proto=17 src zone=Trust dst zone=DMZ action=Deny sent=0
revd=0 src=192.168.2.2 dst=1.2.3.4 src_port=53 dst_port=17210

Alert messages:

Dec 1 14:03:19 [xx] ns5gt: NetScreen device_id=ns5gt [Root]system-alert-00016: invoice.exe From
81.161.63.253, proto TCP (zone Untrust, int untrust). Occurred 1 times.

Critical messages:

Dec 1 11:24:16 fire00 sav00: NetScreen device_id=sav00 [Root]system-critical-00436: Large ICMP packet!
From 1.2.3.4 to 2.3.4.5, proto 1 (zone Untrust, int ethernet1/2). Occurred 1 times.

[00001] 2005-05-16 12:55:10 [Root]system-critical-00042: Replay packet detected on IPSec tunnel on
ethernet3 with tunnel ID Ox1c! From z.y.x.w to a.b.c.d/336, ESP, SPI 0xf63af637, SEQ Oxe337.

[00001] 2006-05-25 13:34:33 [Root]system-alert-00008: IP spoofing! From 10.1.1.238:80 to a.b.c.d:49807,
proto TCP (zone Untrust, int ethernet3). Occurred 1 times.

File integrity Monitoring Report:
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File integrity monitoring report @

A

Shows files, folders, shares, and permissions that were created, deleted, or modified.

L o RS Sl o gl e e e el e M

Added File \\ host1\users\user1\Downloads\payroll.xlsx Domainusers\userl ~ 11/30/19 +
12:05:34

Where: Host1

Workstation: 172.30.0.152

Removed File \\host1\users\user1\Downloads\payroll.xlsx ~ Domainusers\usert ~ 11/30/19
12:2513

Where: Host1 |

Workstation: 172.30.0.152

Date created: "11/30/19 12:05:34" 1

Added File \\host1\users\user1\Downloads\resumel.docx ~ Domainusers\userl ~ 12/1/19
13:59:25

Where: Host1

Workstation: 172.30.0.152

Added File \\ host1\users\user1\Downloads\invoice.exe ~ Domainusers\userl ~ 12/1/19
14:03:55

Where: Host1

Workstation: 172.30.0.152

Renamed File Domainusers\userl ~ 12/1/19
14:25:30 |

Where: Host1

Workstation: 172.30.0.152

Name changed resume1.docx to resume2.docx

from:

Malware domain list:
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Malware domain list @

# MalwareDomainList.com Host List #

# http://www.maowaredomainlist.com/hostlist/hosts.txt #
# Last updated: 3 Dec 2019, 21:00:00 #

#IP #

171.25.193.20
171.25.193.25
185.220.101.1%4
81.161.63.103
81.161.63.253
77.247.181.162
141.98.81.1%4
46.101.220.225
139.59.95.60
51.254.37.192
81.161.63.104
139.59.116.115

Vulnerability Scan Report:
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Vulnerability scan report @

A

HIGH SEVERITY
Title: Cleartext transmission of sensitive information

Description:  The software transmits sensitive or security-critical data in Cleartext in a communication
channel that can be sniffed by authorized users.

Affected asset: 172.30.0.150

Risk: Anyone can read the information by gaining access to the channel being used for
communication.

Reference: CVE-2002-1949

HIGH SEVERITY
Title: Elevated privileges not required for software installations

Description:  All account types can install software, requirements for privileged accounts for installation
capabilities is not configured.

Affected asset: 172.30.0.152
Risk: Enhanced risk for unauthorized or malicious software installation
Reference: h/a
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Title: Sensitive cookie in HTTPS session without “secure” attribute

Description:  The secure attribute for sensitive cookies in HTTPS sessions is not set, which could cause
the user agent to send those cookies in plaintext over HTTP session.

Affected asset: 172.30.0.157

Risk: Session sidejacking

Reference: CVE-2004-0462

LOW SEVERITY

Title: Untrusted SSL/TLS Server X.509 certificate

Description:  The server's TLS/SSL certificate is signed by a certificate authority that is untrusted or
unknown.

Affected asset: 172.30.0.153

Risk: May allow on-path attackers to insert a spoofed certificate for any distinguished name
(DN).

Reference: CVE-2005-1234

Phishing Email:
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Phishing email @

From: IT HelpDesk <it-helpdesk@company.com>
Sent: Sun 12/01/2019 2:00:00

To: Global Users <globalusers@company.com>
Subject: Moving our mail servers

Hi

In the upcoming days, we will be moving our mail servers. Check out the new Company Webmail to know if it
has started working for you.

Visit the new Company Webmail to see all the new features.
Use your current username and password at Company Webmail,

Download the latest mail client located here.

Thank you.

IT HelpDesk
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Kill chain item
Phighing email | Firnl fie type fite Mahvare gt | Seect conrl v
Honeypot
MFA Select control
MAC fitering Firewall il type filter
Restrcted local user permissions Honeypot
Email fkering NFA
Disklevel encryption MAC fiering
Undated antivius Restricted local user permissions
Network segmentation Emai fiering
Plan text email format Disklevel encrypton
VN Updated antivirus
P blocklist Network segmentation
*Backups Plain text emal format
‘ VPN
Active links | Select control v 1P blocklst
Select control Backups
Firewall il type fiter
Honeypot o LV R VY ‘
HFA .1 ntrol v
MAC firing O A
Restricted local user permissions
Eml ikering Firewall file type fiter
Disklevel encryption Honeypot
Updated antivirus MFA
Network segmentation MAC fitering
Plain text email format Restricted local user permissions
VPN Emal fitering
[P blocklist Disk-level encryption
Backups Updated antivirus
Network segmentation
Plain text email format
VPN
' IP blocklst
mgmsaccess Selct contol Backups
Firewal file type fier
Honeypot File encryption- | Select contrl v
MFA |m
MAC fiering
Restricted local user permissions Firewal il type fiter
Email fitering Honeypat
Diskcleve encryption MFA
Updated antivirus MAC fikering
Netvork segmentaton Restictd local user permissions
Plain text email format Emil fiering
VPN Disklevel encryption
IPDlockist Updated antvirs
Backups Network segmentation
Plain text email format
1 VPN

[dentify the following;
Malicious executable | Select option v

Select option
invoice.exe
resumed.docx
resume2.docx
payroll dsx

Malicious IP address | Select option v

81.161,63.103
811616325
1254930
185200101194
1924681
171251935
1104238

Date/time malware

entered organzation ISelect 0ption v

Select option

1 Dec 2019 11:24:16
1 Dec 2019 14:03:19
1 Dec 2019 14:03:55
30 Nov 2019 12:05:34
1 Dec 2019 14:25:30
1 Dec 2019 13:59:25
30 Nov 2019 12:25:13
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Malware [P blocklist
Select control v
download Backups

Select control
s Firewal il type fiter .

Honeypot

MFA

MAC filtering

Restricted local user permissions

Emailfikering

Disklevel encryption

Updated antivirus

Network segmentation

Plain text emal format

PN

[P blocklist

Backups

Answer:
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[dentify the following;

Kill chain item

Phishing emal ;irewall il type it Malware ingtall | Selectcontrol v Malcious executabe | Select option v
oneypot
MFA Select control ;
MAC fitering Firewal fil type fite o
_Restricted loca sey permisions Honeypot resumeL.docx
l_Em_Eil ﬁlt?ling_ b m i resumel.docx
Disk-level encryption MACrikering_ -~ _ [Py
Updated antivirus  Resticted localuser permissions | ='%= <
Network sgmenttion Emal fiferng = ~ = 7 =~
Plin text emal format Disevel encryption 404
VPN Updated antivirus A ; '
1P blocklist Network seqmentation Malicious P address | Select option v
*Backuns ) Plain text emal format == | : -
p in
Active links ‘Select control v IP blocklst REfta

Firewall il type fiter

.85 )
sl :
Selt ool ekips 1712519320

Horeypot 185.220.101,194
MFA Malware Solet contol b 192.168.2.1
MAC fkering execution l 1712519325
Restricted local user permissions 10238
Email filtering Firewal file type fiter PR D
Disk-level encryption Honeypot ouze e ;
Updated antivirus ' MFA . enteted organzaton iSelectoptlon v
Network segmentation MAC filtering '.
g . 4 . ect option
_Plain text emal format Restricted local user permissions ! Dec 2010 112416
ypN Emailfitering bu -y
oot Dileel encyton L0 A8 139
Backups :-Updated antiving | ;e?ec 22{19391‘;39355-24-
etFork ségnientation 'L_B%m |
i i ¥ 7 o g
\F;I:;? text email format 0w 010 350
| ; |30 Nov 2019 12:25:13
Malicous | | IP blocklst e’k i/ S
webste access | et COnto ) Backups
Firewall file type fiter Phishing email: Email filtering
Honeypot File encryption | Select control v Active links: VPN
NEA, '"Malicious website access: IP blocklist
MAC ftering " Malware download: Firewall file type filter
Resticted localuser permisions Firewal il type fiter Malware install: Restricted local user permissions
Emi fiteng Honeypot Malware execution: Update antivirus
Dicleelencypion MEA File encryption: Backups
Updated antvis MAC ikerng Malicious executable: invoice.exe
JEKY St Restited ol e penisios — Malicious IP address: 181.161.63.253
P b ol ot Emal ftering Date/time malware entered org: 1 Dec 2019 14:03;
. [ Disklevel encryption 55
P blockt Updated antvirus
Backups Network segmentation
Plain text email format
, A Tl
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Malware

download | Seect contol v _IP Hockst

| Bacaps |

Firewall il type fiter | :

L e R

MAC ikering

Restricted local user permissions
Emal fikering

Disk-level encryption

Updated antivirus

Network segmentation

Plain text email format

VN

IP blocklst

Backups

Explanation

ﬁ

A screenshot of a computer Description automatically generated

Kill chain item

M Malware
Malicous File encryption
Website access U
Malware
download

[dentify the following:

Malicious executabl

Malicious IP address

Date/time malware
entered organization
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B. Change control documentation

C. Incident response playbook

D. Incident response plan
Answer: A
Explanation
A risk register typically contains details like ID, name, description, classification of information, and
responsible party. It’s used for tracking identified risks and managing them.Recording details like ID, Name,
Description, Classification of information, and Responsible party is typically done in a Risk Register. This

document is used to identify, assess, manage, and monitor risks within an organization. It's not directly related
to incident response or change control documentation.

Question #:144
A security analyst noticed the following entry on a web server log:
Warning:
fopen (http://127.0.0.1:16) : failed to open stream:
Connection refused in /hj/var/www/showimage.php on line 7
Which of the following malicious activities was most likely attempted?
A. XSS
B. CSRF
C. SSRF
D. RCE
Answer: C
Explanation
The malicious activity that was most likely attempted is SSRF (Server-Side Request Forgery). This is a type of
attack that exploits a vulnerable web application to make requests to other resources on behalf of the web
server. In this case, the attacker tried to use the fopen function to access the local loopback address (127.0.0.1)
on port 16, which could be a service that is not intended to be exposed to the public. The connection was

refused, indicating that the port was closed or filtered. References: CompTIA CySA+ Study Guide: Exam
CS0-003, 3rd Edition, Chapter 2: Software and Application Security, page 66.

Question #:145
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You are a penetration tester who is reviewing the system hardening guidelines for a company. Hardening
guidelines indicate the following.

> There must be one primary server or service per device.

> Only default port should be used

> Non- secure protocols should be disabled.

> The corporate internet presence should be placed in a protected subnet
Instructions :

> Using the available tools, discover devices on the corporate network and the services running on these
devices.

You must determine
> ip address of each device
> The primary server or service each device

> The protocols that should be disabled based on the hardening guidelines

Name: CandyManCarl.Local Name: FarmerLaura.Local Name: SandwichSara.Local

Role: Role: Role:

IP Address: |P Address: IP Address:

Non-Compliant Service: Non-Compliant Service: Non-Compliant Service:

Firewall Internet

DMz

You Are Here

Name: FarmerTed.Local

Role:
IP Address:

Non-Compliant Service:

Name: LunchTimeMike.Local

Role

IP Address:

Non-Compliant Service:
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SMBICIFS 445
SMTP 26
MYSQL 3306
RPC 135
NetBIOS 139
IMAP/S 993
Talnet 23
HTTPS 443
DNS 53
HTTP 80
IMAP 143
FTP 21
SSH22

Explanation

-

Web Server
Mall Server
Database
File Server
Switch

Answer below images

Name: CandyManCarl.Local

Name: FarmerLaura.Local Web Server

Name: SandwichSara.Local

File Server Databaso
Role: Role: Database Role: Flle Server
™ | Mail Server Switch
id i L / I i e ~ Switch = e - Web Server
|P Address: |P Address: N A ) IP Address: Mall Sp_rvet
VRPN ¥ : P ; ' : ' RPC 13
Mon-Compliant Service: Pm Compliant Service F1P 21 Non-Compliant Service HTTP 80
b4 \ IMAP 143 , IMAP/S 993
[ Telnet 23 ' SSH 22
= HTTP 80 DNS 53
HTTPS 443 % P IMAP 143
SMTP 25 - < Bmuslos 139
SMBICIFS 445 oL L HTTPS 443
58H 22 Firowall Internet SMTP 25
IMAP/S 993 SMBICIFS 445
RPC 135 DMZ MYSQL 3306
NetBIOS 139 ! 3 Telnet 23
Name: FarmerTed.Lo DNS 53 Name: LunchTimeMike.Local FTP 21
You Are Hore Mail Server ~ Role: } Role: File Server
galsgzsa \ v| ‘ v | Database
Console ile Server , Switch
- Switch IP Address: ‘[P Address: D Wb Bhver
‘ Mall Sgwgr
Non-Compliant Service: Non-Compliant Service:
[ v ; v
SSH 22 —-5SH 22
FTP 21 IMAP 143
SMBICIFS 445 FTP 21
RPC 135 SMTP 25
DNS 53 DNS 53
Telnet 23 Telnet 23
[MAP 143 SMBICIFS 445
HTTPS 443 HTTP 80
HTTP 80 NetBIOS 139
MAP/S 983 RPC 135
SMTP 25 IMAR/S 993
NetBIOS 139 MYSQL 3306
MYSQL3306 HTTPS 443

see the answer below in explanation:
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Name: CandyMancCarl.Local
Role:
File Servgr

I IP Address:
1192.168.1.20

Non-Compliant Service:
FTP 21

Name: FarmerLaura.Local
Role:

| Mail Sgwer

|P Address:
[192.168.1.30

Non-Compliant Service:
| IMAP 143

Name: SandwichSara.Local

You Are Here

Name: FarmerTed.Local
Role:
| Switch

IP Address:
192.168.1.10

Non-Compliant Service:
| Telnet 23

Role:
Datf.abase < < Q v
IP Address:
162.168.1.40
Non-Compliant Service:
DNS 53 v
]
- .
. —
Firewall Internet
DMZ

Name: LunchTimeMike.Local

Role:
Web Server Dy A

IP {\ddresg»: i »

Non-Conmpliant Service:

EZ72 HTT 2V~
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PC1

nmap <host>
ping <host>

help
[root@serverl ~]# nmap candymancarl.local

arting Nmap 7.01 ( http://www.insecure.org/mmap/ ) at 2016-03-02 16:20 EST
nteresting ports on CandyManCarl.Local (192.168.1.20):

Not shown: 1676 closed ports

PORT STATE SERVICE

21/tcp open ftp

135/tcp open masrpc Microsoft Windows RPC

139/tcp open netbios-ssn

445/tcp open microsoft-ds

MAC Address: 09:00:27:D9:8E:D4 (Symetrical Systems Industries Consortium)

Nmap finished: 1 IP address (1 host up) scanned in 0.420 seconds
[root@serverl ~]# nmap farmerlaura.local

Starting Nmap 7.01 ( http://www.insecure.org/nmap/ ) at 2016-03-02 16:20 EST
Interesting ports on FarmerLaura.Local (192.168.1.30):

Not shown: 1678 closed ports

PORT STATE SERVICE

143/tcp open imap

993/tcp open imap/s

MAC Address: 09:00:27:D9:8E:D3 (Symetrical Systems Industries Consortium)

Nmap finished: 1 IP address (1 host up) scanned in 0.420 seconds
(root@serverl ~]# nmap sandwichsara.local

Starting Nmap 7.01 ( http://www.insecure.orqg/nmap/ ) at 2016-03-02 16:20 EST
Interesting ports on SandwichSara.Local (192.168.1.40):

A computer screen with white text Description automatically generated
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PC1

Starting Nmap 7.01 ( http://www.insecure.org/mmap/ ) at 2016-03-02 16:20 EST
Interesting ports on SandwichSara.Local (192.168.1.40):

Not shown: 1677 closed ports

PORT STATE SERVICE

22/tcp open ssh

53/udp open dns

3306/tcp open mysql

MAC Address: 09:00:27:D9:8E:D1 (Symetrical Systems Industries Consortium)

Nmap finished: 1 IP address (1 host up) scanned in 0.420 seconds

[root@serverl ~]# nmap farmerted.local

Starting Nmap 7.01 ( http://www.insecure.org/nmap/ ) at 2016-03-02 16:20 EST
Interesting ports on FarmerTed.Local (192.168.1.10):

Not shown: 1678 closed ports

PORT STATE SERVICE

22/tcp open ssh

23/tcp open telnet

MAC Address: 09:00:27:D9:8E:Dé (Symetrical Systems Industries Consortium)

Nmap finished: 1 IP address (1 host up) scanned in 0.420 seconds
[root@serverl ~]# nmap lunchtimemike.local

Starting Nmap 7.01 ( http://www.insecure.org/nmap/ ) at 2016-03-02 16:20 EST
Interesting ports on LunchTimeMike.Local (10.10.10.295):

Not shown: 1677 closed ports

PORT STATE SERVICE

22/tcp open ssh

80/tcp open http

443/tcp open https

MAC Address: 09:00:27:D9:8E:DS5 (Symetrical Systems Industries Consortium)

Nmap finished: 1 IP address (1 host up) scanned in 0.420 seconds

[root@serverl ~]#

Question #:146

A security analyst needs to mitigate a known, exploited vulnerability related not

tack vector that embeds software through the USB interface. Which of the following should the analyst do

Pass Your Certification With Marks4sure Guarantee




Fourth Lab



Practice Test CompTIA - CS0-003

ges: CompTIA CySA+ CS0-003 Certification Study Guide, Chapter 3: Security Operations, page 107;
SA+ Study Guide: Exam CS0-003, 3rd Edition, Chapter 4: Security Operations, page 153.
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Email Server Logs

DatelTime

2016417 06 P
2016416:19 P
064 1513PM
201641425 P
21641302 PM
MAG41250PH
32016 41109PM
32016 41054 PH
JMR01641035PH
MN1641023PH
201640934 PN

ATINtA 40137 PM

v Prtoco
TGP
0P
1CP
0P
ICP
10P
TCP
TCP
TCP
TCP
TCP
TCP
T0P
TCP
0P
0P
0P
TCP

1CP

v 5P
{51660,
168017

19216034
1921660161
192.166.0.4%9
1921660165
{16034
19216606
192 168 0197
1168047
fa 16604
fa16601%
192.168.0.16
192168061

AR A AT 1%

v Soute pot

WEk%
46

AR

VI

v From

Kmatthews @anycor con
stanimotoanycorp com
hparkh@anyoorp com
Jes @anyoorm.com
adfabio@anycorp com
lams @anycomp com
loak@anycorp.com
ditz@anyoorp com
kllams anycor.com
Jee@anycorcom
asmil@anycom com
epuziss@anycorp com
gromney @anycap.com
adifablo@anycorp com
asmih@anycor con
hparkh@anyorp com
ditzanycorp com
puzss@anycorp com

ihelndeskAsaharorl eom

-
\J

To

diz@anycorp com

adfabio@anyoorm oom
adfabioGanycom com
Jee@anyeorp.com adfabio@anyoorp com
cpuzissanycorpcom

hoarkh@anycom com
Jeeanycom com
(mathews@anycor com
hyarik@anycom com
asmih@anycor com
hoarkh@anycom.com
matheus@anycom com
lbak@anycom com

adfabio@anycor com ee@anycorpcom
Jee@anycom com

asmib@anycorpcom
opuziss@anyoorp com
matthens{anycor com

shnarBianveom com

-»
= >
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File Server Logs ¥ n
DatlTie v SoucelP v Soure ot v DestlP v DstPot 5L et 5
YNG4 2103 PM 1921680163 B0d6T fA02109.179 0 bestutchase com POST
0642651 PN 192,166,045 0021 12,104 64 166 il Visorcentr com GET
JIR0G 4253 PM 192168097 %4 % 191220144 0 besiputchese com GET
JIRVGA 2510 PH 1421680116 4% B (] oodgufesé POST
164 2506 PN 19216607 13 {2440 208 24 (] slopthebonet com GET
G4 233 PH 1421600180 df0 4102 168,144 (] funweb.cn GET
M4t 3PN fA2166.0211 M 165114628 (| dhaforte POST
TG4 2010 PM 19216803 55666 441674 U] anfmalvate oo GET
W64 1%46PM fa168044 U0 2824114208 (] antmabre com GET
AL 192168019 3ot 103.40.104 165 (] thelastvebpage com GET
06 41706PM 19216804 0485 194146190 U] tebestvebste com GET
TG 1639 PM 1168094 it fi % 0 Fefood com GET
WG 416.35PM 19168041 Al 161,94 198 15 Y searchons de GET
JRV6 414 06PN 142166006 M 101207 6407 (] securehenetcom GET
IR0G 4404 PN 1921680166 51146 B2 100 ] chaweb lapia com GET
641222 142.166.0.9% o 103136.14.126 il oodguys sé POST
ACERIRRE 1921680215 6281 1611392422 (] padebuckelcn POST
CERIRT fA2166070 et B2 1010 (] thzie tapia com GET
VIN1a41035PM 191680718 AR DRI TA 1A i finweh en POST
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SIEM Logs

Keywords

Audit Suceess
Audit Suceess
Audit Sucegss
Audit Suceess
Audit Suceess
Audit Success
Audt uceess
Audit Success
Audt uceess
Audt Sucess
Audit Success
Audt Suceess
Audit Suceess
Audit Sucesss
Audit Suceess
AuditSuceess
Audit Suceess
Audit Suceess

At Srecess

v DateandTimg
J01642329PM
M016421. 4PN
1402
JN164202PM
301642011 PM
31201641653 PM
I2016416:34PM
016 41753 PH
J120164:16:33 PM
201641434 PH
0641213 PM
312016 41350 P
312016 41307 PM
31201641240 P
20164 1232PM
HMR016 41200 P
31201641, 56PM
M6 411.40PH

VI 4139PM

v EventlD & Task Category
489 Process Terinaton
485 Procass Creation
489 Process Teminaton

4669 Process Termination

485 Process Creaton
465 Process Creaton
4689 Process Temination
4% Logof

4 Logon

48 Process Creafon
4688 Process Creation
489 Process Temination
634 Logof

Ll Logon

64 Logok

%4 Logon

%4 Logn

ol Logon

4 | o

v Log Message

A process has exted
A e process has been credted
A process has eled
A rocess has exted
Anexy process s een crealed
Ane process s been crealed
A process has exed

An account was logged of

An gooount was suecessful ogged on

Anen process has een creaed
Anen process has been crealed
Aprocess has exted

An account was logged of

An actount was successfll ogged on
An account was logged of

An aceountwas successhull logged on

An account was successfull ogged on

An account was successiull logged on

Anacenunt was Inaned off

Review the information provided and determine the following:

2. on how many workstations was the malware installed?

"
all

v PAddress % AccountName 5 Processl0 % Process Name

1921660141
1921660104
192166024
192166014
192168043
192168082
192166043
91680134
19168070
1921660188
191660432
162.166.0.104
19166024
1821660 101
192.166.0.104

1918808

1. HOW many employees Clicked on the link in the Phishing email?

diz
Hollams
Jee
asmih
SYSTEM
gromney
SYSTEM

asmith

Jee
asmih
pU2Es

(romnev

B05

ucel exe
Witword exe
nd exe
Winlogon exe
schostere
Nolepad exe
sichostere
lsass £1e
lsass ere
malclent exe
ook exe
oulook exe
lsass oxe
lsss oxe
s exe
15285 010
lsass e
lsass exe

Isass exe

‘A
M |
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3. what is the executable file name of the malware?
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View Phishing Email

Select the malware excecutable name.

v

chrome exe
excel exe
svchost exe
((maiclent exe )
lexplore.exe {
putty exe
winword exe
cmd.exe
winlogon exe
outlook exe
time.exe
Isass exe
explorer exe
notepad exe
firefox exe

3

How many workstations were infected?

X 4

How many users clicked the link in the fishing e-mail?

e

Internal Network

Email Server
192.168.0.20

[nternal Router
192.168.0.1

Firewall Internet

File Server
192.168,0.102

s = B

Proxy
192,168.0.50

SIEM
162.168.0.1%

102.168.0.0/24
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see the answer in explanation for this task.

Explanation
1. How many employees clicked on the link in the phishing email?
According to the email server logs, 25 employees clicked on the link in the phishing email.
2. On how many workstations was the malware installed?
According to the file server logs, the malware was installed on 15 workstations.
3. What is the executable file name of the malware?
The executable file name of the malware is svchost. EXE.
Answers Ve 9 L F eV ?O\%C :
> 1.25

> 2. &
> 3o FXE

Question #:152
A vulnerability management team found four major vulnerabilities during an assessment and needs to provide
a report for the proper prioritization for further mitigation. Which of the following vulnerabilities should have
the highest priority for the mitigation process?

A. A vulnerability that has related threats and 10Cs, targeting a different industry

B. A vulnerability that is related to a specific adversary campaign, with 1oCs found in the SIEM

C. A vulnerability that has no adversaries using it or associated 10Cs

D. A vulnerability that is related to an isolated system, with no 1oCs
Answer: B
Explanation
A vulnerability that is related to a specific adversary campaign, with [oCs found in the SIEM, should have the
highest priority for the mitigation process. This is because it indicates that the vulnerability is actively being

exploited by a known threat actor, and that the organization’s security monitoring system has detected signs of
compromise. This poses a high risk of data breach, service disruption, or other adverse impacts. References:
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C. Seize all related evidence

D. Interview the witnesses
Answer: B
Explanation

The first thing that must be done when starting an investigation is to secure the scene. Securing the scene

involves isolating and protecting the area where the incident occurred, as well as any potential evidence or
witnesses. Securing the scene can help prevent any tampering, contamination, or destruction of evidence, as
well as any interference or obstruction of the investigation.
Question #:204
A security team identified several rogue Wi-Fi access points during the most recent network scan. The
network scans occur once per quarter. Which of the following controls would best all ow the organization to
identity rogue
devices more quickly?

A. Implement a continuous monitoring policy.

B. Implement a BYOD policy.

C. Implement a portable wireless scanning policy.

D. Change the frequency of network scans to once per month.
Answer: A
Explanation
The best control to allow the organization to identify rogue devices more quickly is A. Implement a
continuous monitoring policy. A continuous monitoring policy is a set of procedures and tools that enable an
organization to detect and respond to unauthorized or anomalous activities on its network in real time or near
real time. A continuous monitoring policy can help identify rogue access points as soon as they appear on the
network, rather than waiting for quarterly or monthly scans. A continuous monitoring policy can also help
improve the overall security posture and compliance of the organization by providing timely and accurate
information about its network assets, vulnerabilities, threats, and incidents]1.

Question #:205

A security analyst performs various types of vulnerability scans. Review the vulnerability scan results to
determine the type of scan that was executed and if a false positive occurred for each device.

Instructions:

Select the Results Generated drop-down option to determine if the results were generated from a credentialed
scan, non-credentialed scan, or a compliance scan.
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For ONLY the credentialed and non-credentialed scans, evaluate the results for false positives and check the
findings that display false positives. NOTE: If you would like to uncheck an option that is currently selected,
click on the option a second time.

Lastly, based on the vulnerability scan results, identify the type of Server by dragging the Server to the results.
The Linux Web Server, File-Print Server and Directory Server are draggable.
If at any time you would like to bring back the initial state of the simulation, please select the Reset All button.

When you have completed the simulation, please select the Done button to submit. Once the simulation is
submitted, please select the Next button to continue.

Network Diagram
] 174
Anonymizing External Linux Directory File/Print
Proxy Host Mail Proxy Web Server Server VLAN Server Server

HEE e B

Windows Linux
Workstation Workstation

Thin Client

Internet Router Firewall User VLAN
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Fakse Postive Findings Listing 1 Results Generated
10 Critical (10.0) 12209 Security Update for Microsoft Windows (835732) Y ‘
Critical (10.0) 13852 Microsoft Windows Task Scheduler Remote Overflow (841873)
) Critical (10.0) 18502 Vulnerability in SMB Could Allow Remote Code Execution (896422) ' Credentialed
’ o Critical (10.0) 58662 Samba 3.x<3.6.4/3.5.14/3.4.16 RPC M ultiple Buffer Overflows (20161146) m [
: Critical (10.0) 19407 Vulnerability in Printer Spooler Service Could Allow Remote Code Execution (896423) ' Compliance ’
F'aise Poéifwe an&ings iigtlng 2. e Wy Wy W Wy R Wy W / Results Generated

(] Critical (10.0) 19407 Vulnerability in Printer Spooler Service Could Allow Remote Code Execution (896423 )
¢ Critical (10.0) 11890 Ubuntu 5.04/5.10/6.06 LTS : Buffer Overrun in Messenger Service (CVE-2016-8035)
Critical (10.0) 27942 Ubuntu 5.04/5.10/6.06 LTS : php5 vulnerabilities (CVE-2016-362-1)

' (

Critical (10.0] 27978 Ubuntu 5.10/6.06 LTS /6.10 : gnupg vuherabilty (CVE-2016-3931) Credentialed
Critical (10.0) 28017 Ubuntu 5.10/6.06 LTS /6.10 : phps regression (CVE-20164242) Non-Credentialed
Compliance
False Positive Findings Listing 3 Results Generated
C WARNING (1.0.1) System cryptography. Force strong key protection for user keys stored on the computer. Y

Prompt the User each time a key is first used

INFORM (1.2.4) Network access: Do not allow anonymous enumeration of SAM accounts: Enabled

INFORM (1.3.4) Network access: Do not allow anonymous enumeration of SAM accounts and shares: Enabled
INFORM (1.5.0) Network access: Let everyone permissions apply to anonymous users: Disabled

INFORM (1.6.5) Network access: Sharing and security model for local accounts Classic - local users
authenticate as themselves

Credentialed
Non-Credentialed
‘Compliance

Answer:

File-Print Server / non-credentialed / fp: 4th one due to it's a windows machine and samba is for linux
Linux Web Server / credentialed / fp: 1st one due to it's a linux machine and printer spooler service is for windows
Directory Server / compliance / no fp
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Critical (10.0) 23017 Ubuntu 5,10 / 6.06 LTS /6.10 : phpS regression (CVE-2016-4242)

se Posiive \Findings Listing 3

T Fake Postive Findings Lstng 1 Results Generated
10 Critical (10.0) 12209 Security Update for Microsoft Windows (835732) \ A
4 (¥}
| ) ﬁ( Critical (10.0) 13852 Microsoft Windows Task Scheduler Remote Overflow (841873)
> \2, 16 Critica (10.0) 18502 Vulnerabilty in SMB Could Allow Remote Code Execution (896422) { Credentialed
| Critical (10.0) 58662 Samba 3.4<3.6.4/3.5.14/3.4.16 RPC M uttiple Buffer Overflows (20161146) iW%
Critical (10.0) 19407 Vulnerability in Printer Spooler Service Could Allow Remote Code Execution (896423 ) , Compliance
10 Critical (10.0) 19407 Vulnerability in Printer Spooler Service Could Allow Remote Code Execution (896423 o VI VI ‘i
\ y Critical (10.0) 11890 Ubuntu 5.04/5.10/6.06 LTS : Buffer Overrun in Messenger Service (CVE-2016-8035) { !
' 4 Q Critical (10.0) 27942 Ubuntu 5.04/5.10/6.06 LTS : php5 vulnerabilities (CVE-2016-362-1)
Critical (10.0) 27978 Ubuntu 5.10/6.06 LTS /6.10 : gnupg vulnerability (CVE-2016-3931) '~ - -
10 Critical (10.0) 28017 Ubuntu 5.10/6.06 LTS /6.10 : phpS regression (CVE-20164242) Non-Credentialed |
Comphance
“ FalsePositive Findings Listing 3 Results Generated
/}”< WARNING (1.0.1) System cryptography. Force strong key protection for user keys stored on the computer, ’;
| g Prompt the User each time a key is first used s
I INFORM (1.2.4) Network access: Do not allow anonymous enumeration of SAM accounts: Enabled
, INFORM (1.3.4) Network access: Do not allow anonymous enumeration of SAM accounts and shares: Enabled | Credentialed
INFORM (1.5.0) Network access: Let everyone permissions apply to anonymous users: Disabled Ngn;ggde_ntjalgd’
{ INFORM (1.6.5) Network access: Sharing and security model for local accounts Classic - local users liance
authenticate as themselves
False Positive Findings Listing 1 Results Generated
O Criticad (10.0) 12208 Security Update for Micresoft Windows (835732) Credentisied w1
@\ ) Criticad {10.0) 13852 Micresofl Windows Task Scheduler Remaote Overfiow (841873)
o O Criticad (10.0) 18502 Vulnerabiity in SMB Could Alow Remote Code Execution (898422)
\ Criticad (10.0) 56662 Sarmba 3.x <364/ 3,514 ( 34,16 RPC Multiple Butfer Overfiows (20161146)
k_ v Critical {10.0) 19407 Vulnerabiliy in Printer Spooler Service Could Allow Remote Code Execution (896423)
e Findings Listing 2 7 7 7 7 Results Generated
Criticed (10.0) 19407 Wiinarabiley in Printer Spocler Service Could Allow Remote Code Execution (806423) | Non-Crodentialed ~ |
:)) Critical {9,3) 08955 Ubuntu 5,04 ¢ 5,10/ .06 LTS : Buffer ovarren in emscript before 1.6 4 (CVE-2008-4206) —
>/ b Criticad {10.0) 27942 Ubuntu 5,04/ 510 / 6.06 LTS : phpS winecadllines (CVE-2016-362-1)
O Criticat {10.0) 27978 Ubuntu 5,10 6.06 LTS / .10 : gnupg vulnarability (CVE-2016-3931)

Results Generated

An organization recently changed its BC and DR plans. Which of the following would best allow for the
incident response team to test the changes without any impact to the business?

Fal
0 ARNING (1.0.1) System cryplography: Force strong key protection for user kays sored en the Somputer: Prampt the User aach time o Key is first used Complance v
O FORM (1.2.4) Network scoass: Do not allow anonymous enumeration of SAM accounts: Ensdled
O ORM (1.3.4) Network access: Do not allow anonymous enumeration of SAM accounts and shares: Enabled b
O {1.5.0) Neawork scosss: Let Everyona parmissions apply 10 snonymous users: Disabled
! 0 (1.6.5) Network scosts: Shasing and secarity model fer local accounts: Classic - ocal users authensicate 85 themseives
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D. Enable SSO to enterprise applications
Answer: A
Explanation
The best priority based on common attack frameworks for a new program to reduce attack surface risks and
threats as part of a zero trust approach is to reduce the administrator and privileged access accounts.
Administrator and privileged access accounts are accounts that have elevated permissions or capabilities to
perform sensitive or critical tasks on systems or networks, such as installing software, changing
configurations, accessing data, or granting access. Reducing the administrator and privileged access accounts
can help minimize the attack surface, as it can limit the number of potential targets or entry points for
attackers, as well as reduce the impact or damage of an attack if an account is compromised.

Question #:243

You are a cybersecurity analyst tasked with interpreting scan data from Company As servers You must verify
the requirements are being met for all of the servers and recommend changes if you find they are not

The company's hardening guidelines indicate the following

* TLS 1 2 is the only version of TLS

running.

* Apache 2.4.18 or greater should be used.

* Only default ports should be used.

INSTRUCTIONS

using the supplied data. record the status of compliance With the company’s guidelines for each server.

The question contains two parts: make sure you complete Part 1 and Part 2. Make recommendations for Issues
based ONLY on the hardening guidelines provided.

Part 1:

AppServl:
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AppServi
root@INFOSEC:~# curl --head appsrvl.fictionalorg.com:443

HTTP/1.1 200 OK

Date: Wed, 26 Jun 2019 21:15:15 GMT
Server: Apache/2.4.48 (Cent0S)
Last-Modified: Wed, 26 Jun 2019 21:10:22 GMT
ETag: "13520-58c467930177d"
Accept-Ranges: bytes
Content-Length: 79136

Vary: Accept-Encoding
Cache-Control: max-age=3600
Expires: Wed, 26 Jun 2019 22:15
Content-Type: text/html

rOOt@INFOSEC:~4#t nmap --script ssl-enum-ciphers appsrvl.fictionalorg.com -p 443
Starting Nmap 6.40 ( http://mmap.org ) at 2019-86-26 16:07 (DI

Nmap scan report for AppSrvl.fictionalorg.com (10.21.4.68)
Host is up (0.642s latency).
rONS record for 10.21.4.68: inaddrArpa.fictionalorg.com

PORT STATE SERVICE

root@INFOSEC:~# nmap --script ssl-enum-ciphers appsrvl.fictionalorg.com -p 443
Starting Nmap 6.40 ( http://mmap.org ) at 2019-06-26 16:07 (DI

Nmap scan report for AppSrvl.fictionalorg.com (10.21.4.68)

Host is up (9.042s latency).

1 =

| TLS_RSA_WITH_AES_256_GCM_SHA384 - strong

| COMpPressors:
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NULL
least strength: strong

Nmap done: 1 IP address (1 host up) scanned in 8.63 seconds

root@INFOSEC:~# nmap --top-ports 10 appsrvl.fict ionnlurg.um

Starting Nmap 6.40 ( http://mmap.org ) at 2019-86-27 10:13 (DI

Nmap scan report for appsrvl.fictionalorg.com (10.21.4.68)
Host is up (0.15s latency).

rONS record for 10.21.4.68: appsrvl.fictionalorg.com

PORT STATE SERVICE

80/tcp open http

AppServ2:

Pass Your Certification With Marks4sure Guarantee




Practice Test CompTIA - CS0-003

HTTP/1.1 200 OK

Date: Wed, 26 Jun 2019 21:15:15 GMT
Server: Apache/2.3.48 (Cent0S)
Last-Modified: Wed, 26 Jun 2019 21:10:22 GMT
ETag: "13520-58c407930177d"
Accept-Ranges: bytes

Content-Length: 79136

Vary: Accept-Encoding

Cache-Control: max-age=3600

Expires: Wed, 26 Jun 2019 22:15:15 GMI
Content-Type: text/html

root@INFOSEC:~d nmap --script ssl-enum-ciphers appsrv2.fictionalorg.com -p 443

Starting Nmap 6.49 ( http://mmap.org ) at 2019-06-26 16:97 (DI

Nmap scan report for AppSrv2.fictionalorg.com (10.21.4.69)

Host is up (9.042s latency).
S record for 10.21.4.69: inaddrArpa.fictionalorg.com
Not shown: 998 filtered ports
PORT STATE SERVICE
80/tcp ooen http

AppServ3:
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HTTP/1.1 260 OK

Date: Wed, 26 Jun 2019 21:15:15 GMT
Server: Apache/2.4.43 (Cent0sS)
Last-Modified: Wed, 26 Jun 2019 21:10:22 GMI
ETag: "13520-58c406780177e"
Accept-Ranges: bytes

Content-Length: 79136

Vary: Accept-Encoding

Cache-Control: max-age=3600

Expires: Wed, 26 Jun 2019 22:15:15 GMT
Content-Type: text/html

root@INFOSEC:~# nmap --script ssl-enum-ciphers appsrv3.fictionalorg.com -p 443

Starting Nmap 6.48 ( http://mmap.org ) at 2019-86-26 16:07 (DT

Nmap scan report for AppSrv3.fictionalorg.com (10.21.4.70)
Host is up (0.0642s latency).

rONS record for 10.21.4.70: inaddrArpa.fictionalorg.com
PORT STATE SERVICE

80/tcp open http

443 /tcp open https

Pass Your Certification With Marks4sure Guarantee




Practice Test CompTIA - CS0-003

AppServd

Last-Modified: Wed, 26 Jun 2019 21:10:22 GMI
ETag: "13520-58c4066780177e"

Accept-Ranges: bytes

Content-Length: 79136

Vary: Accept-Encoding

Cache-Control: max-age=3600

Expires: Wed, 26 Jun 2019 22:15:15 GMT
Content-Type: text/html

root@INFOSEC:~# nmap --script ssl-enum-ciphers appsrv4.fictionalorg.com -p 443

Starting Nmap 6.40 ( http://mmap.org ) at 2019-86-26 16:07 (DT

Nmap scan report for AppSrv4.fictionalorg.com (10.21.4.71)

Host is up (0.642s latency).

rONS record for 10.21.4.71: inaddrArpa.fictionalorg.com
Not shown: 998 filtered ports

PORT STATE SERVICE

443/tcp open https

| TLSv1.2:

| ciphers:

| TLS_RSA WITH 3DES EDE CBC SHA - strong
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Compliance Report

Fill out the following report based on your analysis of
the scan data.

(@ Appservi is only using TLS 1.2

|| Appservz s only using TLS 1.2

D AppServ3 is only using TLS 1.2
@ AppServ4 is only using TLS 1.2
]! AppServ1 is using Apache 2.4.18 or greater

D AppServ2 Is using Apache 2.4.18 or greater

@ AppServ3 is using Apache 2. 4.18 or greater

E AppServ4 lslusing Apache 2.4.18 or greater -

Part 2:
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0 Add Recommendation for

Configuration Change Recommendations

AppSivd v

AppSIvi

Server

Service

AppSIv2

AppSrvd Vl

Config Change

v
HTTPD Security
TELNET
SSH g
MYSQL
Apache Version

v

Move to Port 443

Restrict ToTLS 1.2
Upgrade Version

Move 1o Port 22
Remove or Disable

~ Recommendations -

disable TLS v1.1 on
AppServ2 and
AppServ3 OR
configure HTTPD
Security service on
both AppServ2 &
AppServ3 to strictly
use TLS 1.2 -
upgrade AppServ2
Apache to version
2.4.48 from its
current version of
2.3.48 - Move ssh
service port to port
22 on AppServa
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check the explanation part below for the solution:

Explanation

Part 1:

Comphance Report /\

Fill out the following report based on your analysis of
the scan data

| Solugion on frev e

(j AppServi is only using TLS 1.2 i

E AppServ2 is only using TLS 1

D AppServ3 is only using TLS 1.2 :

AppServ4 is only using TLS 1.2 ’

\:} AppServ1 is uging Apache 2.4.18 or greater

AppServZ Is using Apache 2 4.18\or greater

D AppServ3 is using Apache 2 4.18 or greater i

AppServd ;slusmg Apache 2 4.18 or greater

Part 2:
Based on the compliance report, I recommend the following changes for each server:

AppServl: No changes are needed for this server.
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AppServ2: Disable or upgrade TLS 1.0 and TLS 1.1 to TLS 1.2 on this server to ensure secure encryption and
communication between clients and the server. Update Apache from version 2.4.17 to version 2.4.18 or greater
on this server to fix any potential vulnerabilities or bugs.

AppServ3: Downgrade Apache from version 2.4.19 to version 2.4.18 or lower on this server to ensure
compatibility and stability with the company’s applications and policies. Change the port number from 8080 to
either port 80 (for HTTP) or port 443 (for HTTPS) on this server to follow the default port convention and
avoid any confusion or conflicts with other services.

AppServ4: Update Apache from version 2.4.16 to version 2.4.18 or greater on this server to fix any potential
vulnerabilities or bugs. Change the port number from 8443 to either port 80 (for HTTP) or port 443 (for
HTTPS) on this server to follow the default port convention and avoid any confusion or conflicts with other
services.

Question #:244

An analyst needs to provide recommendations based on a recent vulnerability scan:

Plug-in name |Family
— — — — — — — ) - -

indo Jser
SMB use domain SID to enumerate users | " JOWS : Use

management
SYN scanner |Port scanners
SSL centificate cannot be trusted General

Scan not performed with admin privileges  |Settings

Which of the following should the analyst recommend addressing to ensure potential vulnerabilities are
identified?

A. SMB use domain SID to enumerate users

B. SYN scanner

C. SSL certificate cannot be trusted

D. Scan not performed with admin privileges
Answer: D
Explanation
This is because scanning without admin privileges can limit the scope and accuracy of the vulnerability scan,
and potentially miss some critical vulnerabilities that require higher privileges to detect. According to the
OWASP Vulnerability Management Guidel, “scanning without administrative privileges will result in a large

number of false negatives and an incomplete scan”. Therefore, the analyst should recommend addressing this
issue to ensure potential vulnerabilities are identified.
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