tem 10f 22 (Lab, Q1)

Guidelines.
Please use the "Tasks™ and “Topology” tabs to complete this lablet.
Tasks.

Referto Routers: ‘Configure OSPF routing for

Task1
Configure OSPF on R2 and ensure R1
1. use process D 30

% use 10.22.22.22 as the router ID

Ensure R2 always becomes the DR for Area 0

:
R2(config-router#network 10.0.1200.0.0.3 area 0
R2{config-router ¥network 10023000015 area 0.
R2(c

R2swr

Answer: A

ftem 2 0f 22 (Lab, Q2)

Guidelines.
Please use the “Tasks" and “Topology” tabs to complete this lablet.

ACL

Yy resources as possible. ACL requirements are:

tcp 10.10.1.0 0.0.0.255 any eq 80
- 1cp any any eq 80
1cp host 10:10.02 any eg

G- y 30y

oo 0 !
010,603
ONfig-i-rangefip group TELNET_ACL in
Aconig-frangeytend

Swiswr
Sw2.
Sw2>en
Sw2#config t

15 aigorth scrypt secret GOid3n

Sw2{config)éine vty 0 4
Sw2{config-fine)#ogin local
‘Sw2{config-inej#transport input teinet’
Sw2{config-inejend
Swatwr

Answer A




fem 30f22 (Lab, Q3)

Guidelines.
Please use the "Tasks" and “Topology” tabs to complete this lablet
Tasks

Taski

Router R2 is partially configured for Port Address Transiation (PAT) for IP 10.0.12.1

1. Configure PAT 50 that 10.0.12.1 uses the IP address of Ethemet0/0 as the Public routable IP
2. Aping from Sw to 209,165 200.224 should be used to verdy the translation is Successful on R2

Task2
Configure an NTP chent on Swi using the NTP Server on R2.
1. be used

Task3
Configure a DHCP Relay Agent on Swi.

T

WRZMSSHWII\GMMSSHWHVWM
2 Create a doman and name it r2domain com
Uumwmmmm

R2>en

1 interface.
Re(config)ip doman-name r2domain com

R2( :mﬁgwuymn Joy onerva W NN 2048
R2(config#iine vty

R2( cmm

Rz-co-fa—i!)umswn nput ssh.
Re(config-inej#end

Reitwr

Swil

Swiven

Switiconfigt

SWi{contolenp server 10222
Swi(confg)int

Sw{confo:- amm»a -address 100122
Sw(config-f)¥end

Swiswr

NAT and DHCP.

| o Answer |

ftem 4 of 22 (Lab, Q4)

Guidelines
Please use the “Tasks" and “Topology” tabs to complete this lablet.
Tasks

Y has. 1P services.

Task1

Router R2 is partially configured to allow for Port Address Translation (PAT) for IP 10.0,112.1
1. Confgure PAT so that 10.0.112.1 uses the IP address of Ethemet0/0 as the Public routable IP.
2. Aping from Sw1 to 209.165 200 224 ty

Task2
Set the Sw1 switch to use NTP as a ciient using the NTP server on R2.
1. Donot client or

Task3

1. Complete the DHCP configuration.
2 Contgure Su' o forward DHCP requests rom clerts n VAN 21210 the DHCP server on R2

3. Configure the LAN interface on router R3 as a DHCP chent
4. Ensure the R3 router recewves an [P address from the DHCP server using and

Task 4
. Configure R2 as an SSH server.
2. Use a 2048 bit RSA key.

msMWmmm‘m:owmm

R2zen
Ratconfig t
source list

(config)iine vty 0 4
(config-ine)#exec-timeout 0 90
(config-ime}#fend

o

AR

¢

Swtzen
Swificonig t
Swi(configntp server 10212.12.2
Swi(config)éint vian 212
Swi{config-f)¥ip helper-address 100,122
Swi{confyfjéend

1w

R3zen
R3#config 1

R3(configiéint e0/0.
; 3(config-#)#p address dhcp

Router

NAT and DHCP.




1. Refer fo the Tasks tab to waw the tasks for this Iab fem.
2. Referfothe
3

4 Al nacessan praconguraions nave baen aglied

> oo

Tasks.

Task1

1. Configure PAT 50mat 100,122 1
2

Task2

1

Task3
Complete e DHCP configuration.
1

2 Conti
3 sen

Taskd
‘Remoye SSH configuration parameters from R2.
1. Remove SSH Version 2

2. Remove SSH access for remote connections.

Rescontgh
R2(conigno ip ssh version 2
R2(connigiine vy 0.4
R2(configHine)#no transport input
R2(conigHine west

Ra(conhgint sdi1t
R2(configHfna ip nsf outside
R2(congH0Mp aat inside
R2 000
R2(configHfno ip nat inside
R2(cong-n#p nat outsice
R2(conig-fi#end

Ramwr

LSS

Risen
Rascontit

R(eonligotp senver 1022022
R3{conignt 00
R3{configf#ip 30dress dhep
Ra{configifmend

and DHCP.

e 6 0£22 (Lab, G6)

Guidelnes.

Thisis

1. Refer 1o the Tasks 1ab 1o view the tasks for his 1at fem.
2. Refertothe

4. Al necessary preconfigurations have deen applied.

oo

Tasks.

1,

2, Conigure the swikh port connecting 1o Server1
3. Configure the swich port connecting to PC3
4
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1. Refar fothe Tasks tab to wew the tasks forthis a0 fam.
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DA SWA
? Oy o 28
SW-17en
A wn
SW-1(configi#vian 15
SW-1{conip
SW-1(config-vian)int e0/1

e s

SW-1(config-f}#no cdp enable
SWAA(con Mt ransme
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O

Riren
Rigcoanot \
R1(conng#nt range 60%0-2 .
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T AR
Ri1>en

Ri#configt

R1(configiipy route 2001-db@ 41164 2001 48 12:2
R1(config)ipve route 2001 db8 41 /64 2001 dbg 1332
Ri(configiend

Riswr

R2.
R2=en

R2#configt
I3 R2(config)ipy route 2001:668:41:/54 2001:do8:24:4
R2{configizend

R3:

R3>en

Ra#config t

R3(configiipy6 route 2001:db8:41:/64 2001:db8:34:4
Ri e

R4

Rézen

Ré#configt

Ré(config)ipyd roote 2001 @b 12-/64 2001:db8.24 2
Ri(config)iv® rovte 2001 b8 1364 2001/ db§ 233
Ré(config)éend

Régwr

et
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tem 11022 (Lab.011)

Guidosmes.

2. Refertome

1. Referto e Tasks tab 10 iew e tasks for thes 1ab item
e

3
4. Al neceasary precacfigurations have been applied

8 the lab o

Tasks
Rafer to ®1e fopology. All physical cadiing is in place. Configure alocal user account. a Named ACL (NACL). and security.

Task1

1. Name ENT_ACL

2. Restict caly PC2 on VLAN 200 from pinging PC1

3, Allow only PC2 on VLAN 2001 teinet 1o Sw101

4. Preventall olner desices from telneting kom VLAN 200
5. Allow all ggnes network rafic rom VLAN 200

Tasky
Conigure securty on infertace Ememaet 00 of Sw102
1

2
3. Alow secure MAC 30dresses o be leamed dmamically

]
]
{PC1__|192.168.100.10

PC2 -

L I e C L S TSl SRS G R ST SO S R oS Sy
A swiot
Swilt>en
Swi0t#configt
SwiDi (configiusemame support priviege 15 password max2leam
Swi0%(configittine viy 0 4
Swi01(config-ine)#login local
Sw101 (corfig-fine Stransport mput tefnet
I SWIOH(configine)sext

Swi01(config)#ip access-ist extended ENT_ACL

fig- 1) 1cmp host 192 168 200.10 host 192 168.100.10

ig-ext. host 192.168.200.10 host 192 168 200.1 eq telnet

ot cp 192168 200.00.00.255 any eq teinet
ipany any
i oxt
vian 200

e group ENT_ACLin
Swidt#wr
swioz
Swi0zsen
Swi02#config t
Swi02(confighint e0/0

port. y mac-address sticky
end

Swiozswr

Answer A




ftem 120122 (Lad Q12)

1. Retar 1o the Tasks tab to wew the tasks forthis lab fem.
2 Refertothe

3 2 ) @ 9 % 2.9
énm‘ proconfigurations have esn applied. ) 7 &) ¢
6 b 2
7
8
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Hom 130122 (La5,013)
Guidetmos
1. Refer 10 the Tasks 1ad 1o view the tasks for this lad em.
2. Reter o
&b
;,ummg’q’-ﬁ:mmm i
3
6
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8 an
Tasks e g
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2. Password: access8ch c
4. Prviege evet Exec made
o ANTERNET_ACL
1. AlowHTTPS fom 172160018 - 2,9 ~ o <O,8

% ‘Allow Teinet only for VLAN 101
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Yem 15 of 22(Exem C. Q15) ;1
éuld‘lm N ) 7 it N i 7 I i
This is a lab tem in |
1. Refer to the Tasks tab to view the tasks for this lab item. !
2. Refer to the Topology tab to he pe
3. C i i Y i
4. Al necessary preconfiguraions have been appbed. d§
5 Do not change the enable password o hostname for any device. B
6. Save your configurations to NVRAM before moving 1o the next tem >
7 the it ¥
8. When Nextis clicked, the lab closes and cannot be reopened P
Tasks |
Al physical cabling is in place. Router R4 and PC1 ly nd RA's 4 in the last octet for each subnet e i 2 end é!
1 statc ly PC1 on Re's LAN £
wil take an R3to PC1 i of path q
the of hops. b
§
§
g
|
A R1 $
& |
Riven
Ri#config t 21
Ri(config)#ip route 10.0.41.10 255 255 255 255 10.0.12.2
Ri(config)#p route 10.0.41.10 255 255 266265 10.0.13.32 ‘
Ri(configi#ip route 0.0.0.00.000 100133
R(configttend
Riswr 1
~
R3
R3>en
Raconfig
R3(config)#ip route 00.0.0000.0200.165201 1 d
R3(config)end. 1
R3#wr ?
[ 3 5 ; ; ; . 3 ) |
[ v
ftem 16.0f 22 (Lab, Q16) Fide Anewer | 1+
1 Referto the Tasks tab 1o view the tasks for this (b tem i
2. Refer to the Topology tab to the d olefs) and
3. Console . ¥ 9 !
4, Al necessary preconfiurations have been appbed. #
5. Do not change the enable password or hostname for any dewice. B
6 Savey NVRAM 1o §
7. Ch the this lab P
8. When Next s clicked, the lab closes and cannot be reopened P
Tasks Il
Refer to A place. Configun ACL (NACL), P Snooping. the NACL intaet. Q!
Task 1 L‘
‘Configure a local account on Gw1 with teinet ly 4. s
1. Username: wheel |
2 Password: lockipath 2
3. Aigorithm type: Scrypt f
4. Privilege level Exec mode
Task2 é
Configure and apply 3 KACL on Gw to control network traffic from VLAN 10 §
1. Name: CORP_
2. Alow BOOTP and HTTPS i

3. Restrict all other traffic and log the ingress interface, source MAC address, the packet's source and destination IP addresses, and ports.

Configure Sw1:

1, Enable DNCP Snooping for VLAN 10

2 Disable DHCP Option-82 data insertion

3. Enable DHCP Snooping MAC address verification
4. Enable trusted interfaces




A Gwl

Gwizen
B Gwirconhat
Gwllconfigitine vy 0 4 &)
Gw1(config-ine)#fogin local
Gw1{config-ine)étransport input telnet
Gw1(config-line)
Gw1(configj#ip access-list extended CORP_ACL
1{conhg 10.10.0.00,0.0 255 eq bootpc any eq bootps
onfig tcp 10.10.0.0 0.0 0.255 any eq 443
! ot ipany any log.
Mot L !
onfig-fj#p access-group CORP_ACL in
Gwder
sut
Swit>en
ian 10
»° P infor
sy
Swi(config-#)#nt range e0/1-2
Swi(config-t-range)ép dhcp snooping trust
Swi(config-d-range)Zend
Swigwr
Answer: A |

fem 17 of 22 (Lab, Q17)

Guidelines
Please use the “Tasks™ and “Topology” tabs to complete this lablet.
Tasks

Complete the configuration of NAT/PAT on the R1 router using the predefined configuration.

R1 Predefined Configuration
interface Ethernet0/0
i nat outside

o nat inside 4
access-list 192 pemit ip 192 168.0.00.0.3 256 any

Configure NTP on R1 and Sw1 using the following
information:

R1 aDHCP iated PC1 obtair

1. Confgure a relay agent on Sw

Task4
local

IP address

Swi

1, RSAKey = 2048 bits.
2. SSH Version =2
£S5 S

ide source st 192
1

Swizen
Swittconfigt

server 209 165202 134
h version 2

2048

Swillconfig-f)ip helper.address 172.16.0
Swi(config-fjend




ftem 18of 22 (Lab, Q18)

|

. Refer o the Tasks tab to view the tasks for this lab item.
. Refer to the Topology e

X IO

.  any
6 Save your
7

8 When Nextis cicked, the lab closes and cannot be
Tasks.

R1 has been pre-configured wi nands ical cabling s i
1, Configure SW-1 swich port E0/ to carry traffic for the Cisco IP phone and PC2.
2. Configure SW-2 EO/1 to carry traffc for PC2.

3. Configure VLAN 10 with the name "Engi on SW-1

place

4. Configur SW-1and SW-2 ighbor disc

5 Configur SW-1toR1 allow the G

ifydint e0/1

fem 19 0f 22 (Lab, Q19)

Guidelines.

to

1. Refer to the Tasks tab to view the tasks for this lab item.

é
z
|
§

apphed.
any device
ing 1o the next item.

2
:

wNonaw

this Iab and
reopened

H

e
L
£
3

E02, ar

LANS, i »
EON, EO2, and EO/3 Switches for both VLANS and ensure that Cisco IP phones and PCs:

will pass traffic.
gl




Voice_LAN

access vian 17
voice ian 177

i

. €00
mode trunk %
cdp enable
Switchévr
Answer A

ftem 20 of 22 (Lab, Q20)

Guidelines
1. Refer to the Tasks tab to view the tasks for this lab item.
2. Refer to the Topology
3 clickng the devi
4 Y
5 any device.
6. Save your
7. Ciick Ne of question
8 . the lab
Tasks
VLANS 35 and 45 have been physi it itch inks must be oper
1, C 1 and SW-2 for 802 1q trunking allowing a VLANS.
2. Configure the inter-switch inks on SW-1 €02, SW-2 €072, and SW-3 €00 and e0/1 to use native VLAN 35
2 on. SW-1 L negotiate LACP and SW-2 must only respond to LACP requests.

A swi
SWisen
SWisconfigt
W # %
W b
Wi ) range 0/0-1
Wi b 12 mode actve
Wi M .
Wi ik native vian 35
Wi ftend
Wiwr
BN
Sw2>en
SWziconfig t
SW2(configknt range e0/0-2
SV  rogimetc 0 ik ncapsidain Jaty

(config--range)#switchport mode trunk
SW2(config-f- 1 EA
Walcont

ge)nt €02

SW2{confg-f)#end
SW2wr

SW3.

SWizen

SWa#config t
SW3{config-i.
il

o
SW3(config-f-range #end
SWakwr

Answer. A




fem 21 0f22 (Lab, Q21) SV SV 3 X v

Guidelines -

1. Refer to the Tasks tab to view the tasks for this lab item. v v 7 L v v

2. Refer to the Topology . : . o

3. Console access is avallable for i L on or u e 3 A O & 2 b < N & ! R %

4. All necessary preconfigurations have been appled. 3 v W ¥ R 1 o B ¥ ¢ -
g-wmmummnumhrmm NQY . 5 v y v v N QY

7 x i

8 the > 1 v,

L e

v
2,9 £ 2,9 ¢ 2. \
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q
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v v \ v

WV,
ge échannel e P
o 3 A a4 S V
Swatchwr AN
Answer A




ttem 22 of 22 (Lab, Q22)

i

Merwmermwwmm:wcsmmm«m
Reler to the Topokogy tab o [ and per

y 9 L g
chwmmmﬂamhmme
Save your configurations to NVRAM before moving to the next tem
Cick -

‘When Next s clicked, the lab closes and cannot be reopened

pﬂmm}wu—.

Tasks

8 physcacathing s ghce and vened. Rouer 1 and for VLANS 5 and 6. Al
OMWGSW'MEMNM‘WVLM&SMG

2. Config and SW-2's E0/1 and recewve untagged traffic over VLAN 77
3ommswaempm permit only VLAN &

4. Canfigure both SW-3 and SW-4 ports e0/0 and e0/1 for

onfigured as 802 1q trunks.

SW-1(configsnt
SW-1{config- d)ﬂsvdcmonllu* allowed vian 56
W 1(umﬂg~¢»ll €0
1{config-f}#swichport trunk native vian 77
W |(cndiq~‘)kﬂu
SW-

SW-2( cnmwmcmn trunk native vian 77
SW-2(config-f)éint €02
SW-2(config-#switchport trunk allowed vian &
SWeStcontic A end

swa

SW.Bsen

SW-3configt

SW.-3(config)nt range e0/0-1
W-Hconfig-f.

SW.3(config -sangejend

SW-aswr

group 34

SW-4
SW-dven

SW-4config t
W-A4(configi@nt range €010-1
W-d(config+-
SW-4{conig--range)#end
W-42wr

3

Answer A




